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Installing and Configuring the 
Cartridge for Guest Process 
Investigation
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Planning Your Cartridge for Guest Process Investigation 
Installation and Configuration

The Cartridge for Guest Process Investigation installs on:

• vFoglight (For more information, see “Installing the Cartridge for Guest Process 
Investigation on vFoglight” on page 6.)

• vFoglight (For more information, see “Installing the Cartridge for Guest Process 
Investigation on vFoglight” on page 7.)

Installing the Cartridge for Guest Process Investigation on 
vFoglight
To install and configure the Cartridge for Guest Process Investigation on vFoglight, the 
following steps are required:

Step 1: Install and configure the Windows Remote Management (WinRM) on the 
remote machine. For more information, see “Downloading WinRM” on page 8.

Step 2: Install the vFoglight Agent Manager (FglAM) on vFoglight. For procedures to 
install the vFoglight Agent Manager, refer to the vFoglight Getting Started Guide.

Step 3: Configure the Root Certificates for the Cartridge for Guest Process 
Investigation. For more information, see “WinRM Configuration” on page 8.

Step 4: Install the Cartridge for Guest Process Investigation on vFoglight. For more 
information, see “Installing the Cartridge for Guest Process Investigation Cartridge” on 
page 10.

Step 5: Deploy the Cartridge for Guest Process Investigation agent. See the Cartridge 
for Guest Process Investigation User Guide, Deploying a Cartridge for Guest Process 
Investigation Agent to FglAM.
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Installing and Configuring WinRM 
Installing the Cartridge for Guest Process Investigation on 
vFoglight
When you install vFoglight, the following actions take place:

1 The vFoglight Agent Manager installs.

2 The Cartridge for Guest Process Investigation installs.

3 The agent creates and deploys.

If you want to install the Cartridge for Guest Process Investigation on another vFoglight 
Agent Manager to monitor hosts, perform the following steps:

Step 1: Install the vFoglight Agent Manager (FglAM) on the machine that will be 
monitoring other hosts. For procedures to install the vFoglight Agent Manager, refer to 
the vFoglight Getting Started Guide.

Step 2: Configure the Root Certificates for the Cartridge for Guest Process Investigation 
if it is a windows machine. For more information, see “WinRM Configuration” on 
page 8.

Step 3: Create and deploy the Cartridge for Guest Process Investigation agent. See the 
Cartridge for Guest Process Investigation User Guide, Deploying a Cartridge for Guest 
Process Investigation Agent to FglAM.

Installing and Configuring WinRM 
To collect process information from remote Windows installations, the Cartridge for 
Guest Process Investigation relies on Windows Remote Management (WinRM) to 
expose the process information data. While some Windows installations include 
WinRM, others require download and installation.  

The Cartridge for Guest Process Investigation is compatible with two types of WinRM 
authentication:

• Encrypted (HTTPS) basic authentication

• Unencrypted (HTTP) basic authentication 

After WinRM is installed and properly configured, ensure that process information 
collection is successful before moving on to the configuration of other WinRM 
installations.
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The following provides WinRM installation and configuration procedures:

• Downloading WinRM

• WinRM Configuration

• Listening for Remote Connections

Downloading WinRM
Click here to view WinRM installation instructions.

WinRM installations can be viewed for:

• Windows Server 2003 (x86 and 64-bit systems)

• Windows XP (x86 and 64-bit systems)

WinRM Configuration
During configuration of WinRM, it is recommended that you reference WinRM help if 
required for more specific configuration instructions. Type "winrm" at the command 
prompt to access help.

Note After configuration is complete, ensure the Windows Remote Management service is 
started.

Listening for Remote Connections
WinRM on the monitored Windows machine must be configured to listen for incoming 
connections from remote parties.  There are several methods and options available for 
creating a listener. 

The following example shows one method to create a listener:

“winrm create winrm/config/listener?Address=*+Transport=HTTP”

Authentication Scheme 1 - Encrypted Basic Authentication via HTTPS
This authentication scheme establishes an encrypted HTTPS session with WinRM. This 
configuration requires that WinRM be configured with an HTTPS listener and an 
appropriate certificate that identifies the machine WinRM is running on.  

http://www.microsoft.com/downloads/details.aspx?FamilyID=845289ca-16cc-4c73-8934-dd46b5ed1d33
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Installing the vFoglight Agent Manager (FglAM) 
In addition to this WinRM configuration, the server that is running the vFoglight Agent 
Manager (or servers that are not vFoglight) must be configured to trust the WinRM 
Server's Certificate. You must configure the vFoglight Agent Manager to trust third 
party certificates. 

Note FglAM can be installed on servers that are not vFoglight servers. It is the FglAM server that 
needs configured, not the vFoglight server. These procedures discuss installing FglAM on 
the same machine as vFoglight. 

For more information, see “Configuring Root Certificates for FglAM” on page 10.

The following provides an example for configuring WinRM with an HTTPS Listener 
and Certificate:

* winrm create winrm/config/listener?Address=*+Transport=HTTPS 
@{CertificateThumbpring="PASTE_CERTIFICATE_THUMBPRINT_HERE"}

Authentication Scheme 2 - Unencrypted Basic Authentication
Within the second authentication scheme, you are able to establish a session with 
WinRM using unencrypted, basic authentication. The following are example commands 
for setting those configuration values:

* winrm set winrm/config/service/auth @{Basic="true"}

* winrm set winrm/config/service @{AllowUnencrypted="true"}

Installing the vFoglight Agent Manager (FglAM)
For the Cartridge for Guest Process investigation, the vFoglight Agent Manager only 
needs to be installed on the vFoglight server. It does not need to be installed on each 
individual host where you want to monitor process information. The vFoglight Agent 
Manager also provides a number of support services such as installation, upgrade, and 
the ability to configure agents. 

Guest Process Investigation monitors machines remotely. You do not need to install 
FglAM on all machines you want monitored. One install of FglAM per vFoglight Server 
is enough unless another install is needed to offset the collection load onto other 
machines.
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For procedures to install the vFoglight Agent Manager, refer to the vFoglight Getting 
Started Guide.

Configuring Root Certificates for FglAM
If any process information collection is to be done with a WinRM server through 
encrypted HTTPS communication, a new Certificate Authority must be added to the 
JRE used by the vFoglight Agent Manager. The JRE includes a command line tool 
called 'keytool' which can be used to add the new Certificate Authority.

Click here for documentation on how to use this tool for Windows.

Click here for documentation on how to use this tool with Solaris.

An example command line to import a new root certificate would be:

JAVA_HOME/jre/bin/keytool -import -file new_cacert.pks -alias 'somename' -keystore 
'jks'

The initial password of the 'cacerts' keystore file is 'changeit'. System administrators 
should change this password and the default access permissions of this file when 
installing the SDK. The file is located at:

"FGLAM_HOME/jre/JRE_VERSION/jre/lib/security/cacerts"

Note The certificate file to be imported should be the public certificate for the Certificate Authority 
that signed the server's SSL certificate, not the SSL certificate itself.

Installing the Cartridge for Guest Process Investigation 
Cartridge

Installation is the first step in adding a cartridge to the vFoglight Management Server. A 
cartridge file has the extension .car. Installing the .car file causes the Management 
Server to be aware of all cartridges in the .car file.

A cartridge must also be enabled before it is added to the vFoglight Management Server. 
You can cause a cartridge to be enabled upon installation, or you can enable it after 
installation. See the vFoglight Administration and Configuration Guide for instructions 
on enabling and disabling cartridges after installation.

http://java.sun.com/j2se/1.5.0/docs/tooldocs/windows/keytool.html
http://java.sun.com/j2se/1.5.0/docs/tooldocs/solaris/keytool.html
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Installing the Cartridge for Guest Process Investigation Cartridge 
To install a cartridge:

1 Navigate to the Cartridge Inventory page (Dashboards > Administration > 
Cartridges > Cartridge Inventory).

2 In the Install Cartridge area, type the path to the .car file for the cartridge you 
want to install.

• Type the path in the File on Local Machine field if you want to upload a .car 
file from your local machine to the Management Server.

• Type the path in the File on Server field if you want to install a .car file that is 
in a local directory on the machine hosting the Management Server.

• Alternatively, you can click Browse to navigate to a .car file on your local 
machine using a file chooser. Click OK in the file chooser when you have 
selected the .car file you want to install. 

3 The check box Enable on install is selected by default.

• If you would like the cartridge to be enabled when it is installed, leave this 
check box selected.

• If you would like to enable the cartridge after installation, deselect this check 
box.

4 Click Install Cartridge.

If the installation is successful, the message “Cartridge has been installed 
successfully” appears in the Install Cartridge area and the cartridge is listed in the 
Cartridge Inventory. 
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If Enable on install was not selected (step three), a caution symbol ( ) appears 
in the row for that cartridge in the table in the Cartridge Inventory. For more 
information about cartridge installation and configuration see the vFoglight 
Administration and Configuration Guide.
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